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Abstract: Networked embedded systems have become pervasive in our society. Their reliable and
trustworthy operation thus is essential, and it should come as no surprise that security has been
acknowledged as a new dimension in modern embedded systems design, next to traditional factors such
as cost, area, and power.

The implementation of such a secure embedded system is non-trivial because security attacks can be
mounted at multiple abstraction levels. We will discuss our design experience in the ThumbPod-2
project, a secure embedded fingerprint authentication system. The defenses designed in ThumbPod-2
include a sound security partitioning over the entire design trajectory, in combination with a side-channel
leakage free logic design style at the lowest level.

Based on this experience, we can formulate several challenges for logic design of future secure
embedded systems. These challenges are located at the system-level, at the logic-level, and the circuit-
level. We cannot claim full solutions exist for all of them today, but we hope they will provide research
stimuli to the logic synthesis community.
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